Y. MSE

Metropolitan Stock Exchange of India Limited

Technology Department

Circular No: MSE/IT/6930/2018 October 29, 2018

Internet Connectivity through 2 factor Authentication -SSL VPN

In terms of provisions of the Rules, Bye-Laws and Regulations of Metropolitan Stock Exchange of India Ltd.
(Exchange), members of the Exchange are notified as under:

Members are hereby informed Exchange is planning for additional security measures for trading users over Internet.
Exchange is re-introducing two factor authentications (T-FA) for Internet trading users.2™ factor authentication as

OTP for SSL VPN connectivity would be notified over email to users.

Exchange has decided to implement SSL VPN application to provide more authentic and secure login to exchange
terminals through INTERNET Connectivity.

Only after providing the correct username-password (1% factor) along with a valid OTP (2™ factor) the user will be
allowed to login SSL VPN for trading.

All internet trading users shall be migrated to 2 factors Authentication by November 30, 2018.
Member need to provide valid email id of users to membership department as per Annexure 1

For any clarification you may contact our Customer Service Team on 022-61129010 or mail us to below email ID.
(E-mail ID) — Customerservice@msei.in_and technology@msei.in

For and on behalf of

Metropolitan Stock Exchange of India Ltd.

Pravin Khismatrao
AVP- Technology

Registered Office: 4w Floor, Vibgyor Tower, Plot No. C-62, G Block, Opp Trident Hotel, Bandra Kurla Complex, Bandra East, Mumbai 400098
Tel.: +91-22-6112 9000 e customerservice@msei.in ® www.msei.in ® CIN: U65999MH2008PLC185856


mailto:Customerservice@msei.in

Y. MSE

Metropolitan Stock Exchange of India Limited

Technology Department
(On the Letterhead of the Member)

(Application for Dual Mapping of Member Administrator / Approved Users to the mode of connectivity)

Date:
To,
Metropolitan Stock Exchange of India Limited
4th Floor, Vibgyor towers, plot no.C-62.
Opp.Trident Hotel Bandra Kurla Complex,
Bandra East Mumbai — 400098
Fax No.: 022 — 6726 9575

Dear Sir,
Sub: Mapping of Member Administrator / Approved Users /Change in user details.

I/We (Trade name of Member) hereby apply for the mapping of
Member Administrator / Approved Users for trading through Internet connectivity.

We hereby confirm that we intend to access and trade on Metropolitan Stock Exchange of India Limited
as per mode of connectivity chosen below.

Sr. Segment Member | User | Approved Mode of Connectivity P Address of Em.al| Id to be
No (Cb/Ccm D D User Name (VSAT/MPLS-Leased Address | Terminal registered for
| /F&O) Line/Internet) OTP

For (Name of the Member)

Authorised Signatory
Date:
Place:

Note: In case of Dual Mapping, please specify the location of both the IP address
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